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No one likes getting spam whether it is unwanted e-mails or computer viruses or misleading messages.

However, the new Canadian Anti-Spam Act (the “Act”) imposes significant burdens on Canadian businesses

in  combatting  spam  and  significant  penalties  for  failure  to  comply.  The  Act  is  complex  and  we  have

only  provide  a  general  summary  here.

PROHIBITIONS

There are three main prohibitions under the Act:

Sending commercial  electronic  messages such as e-mails  (“CEM’s”)  without  express or  implied1.

consent of the recipient;

 Alteration of transmission data in an electronic message to a destination other than that specified by2.

the sender without express consent; and

Installation of a computer program on another person’s computer without express consent of the3.

recipient.

1. Sending CEM’s

To determine whether you have the right to send a CEM you need to answer the following questions:

a. Do you have express consent?

The sender of a CEM must first obtain written or oral consent from the recipient informing the

recipient of the purpose for which CEM’s are to be sent, the name and contact information for

the sender of the CEM, a statement that the consent can be withdrawn and the unsubscribe
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mechanism.

b. Do you have implied consent?

Implied consent can be inferred in the following circumstances:

1. The 2 Year Business Relationship Exception

The sender has an existing business relationship with the recipient for the

previous 2 years in the context of:

the purchase or lease of a product, service or land;

recipient of a business opportunity;

bartering; and

a valid contract between sender and recipient.

2. The 2 Year Non-Business Relationship Exception

The sender has an existing non-business relationship with the recipient (which

is generally defined as a registered charity, political party, or qualifying clubs

or  voluntary  organizations)  where  such  recipient  has  made  a  donation,

volunteered at or attended a meeting or had a membership within the previous

2 years.

3. The Website Exception

If  the  recipient  conspicuously  published  its  electronic  address  (e.g.  on  a

website)  without  including  a  statement  that  they  do  not  wish  to  receive

unsolicited messages and the CEM is relevant to the recipients business.

4. The Business Card Exception

If the recipient provides the sender their electronic address (e.g. via a business

card) without indicating a wish that they do not wish to receive unsolicited

messages and the CEM is relevant to the recipients business.
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c. Do you have any other exemption?

There are various other exemptions in sending CEM’s, including in the context of:

1. personal or family relationships;

2. an inquiry or application in a commercial activity;

3. a quote or estimate for supply of a product, service or land if requested; and

4.  providing a warranty,  product  recall  or  safety information concerning a

product or service the recipient has used or purchased.

d. Is the CEM in the prescribed form?

The CEM must identify the person who sent the CEM and include an unsubscribe mechanism.

e. Is there an unsubscribe or opt-out mechanism?

The unsubscribe mechanism must allow the recipient, at no cost, to indicate to the sender

that they no longer wish to receive CEM’s from the sender by way of the same electronic

means as the original message sent to the recipient. Where this is not practicable, the sender

must post such information on the web that is readily accessible at no cost to the recipient by

means of a link that is clearly and prominently set-out.

2. Alteration of Transmission Data

The Act prohibits, in the course of a commercial activity, the alteration of the transmission of data in an

electronic  message  such  that  is  delivered  to  an  additional  destination  other  than  that  specified  by  the

sender.

3. Unauthorized Installation of Computer Programs

The Act prohibits the installation of a computer program on another person’s computer system during the

course of commercial activity unless express consent is obtained. Implied consent is not acceptable.

The aim here is to prevent the installation of spyware, malware or other programs that may be harmful to

computer  systems  and  the  forwarding  of  information  from the  computer  system that  has  not  been
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authorized by the owner of the computer system.

The installer in obtaining express consent must describe the function and purpose of the computer program.

If such program is, for example, malware or spyware, then the installer must go further to describe material

elements and functions of the computer program and the foreseeable impact on the computer system.

PENALTIES

The consequences for failing to comply with the Act are severe.

Individuals can be fined up to $1 million and businesses can be fined up to $10 million per violation of the

Act.

Further,  an  officer,  director,  or  agent  of  a  violating  corporation  may  be  personally  liable  if  they  directed,

authorized, assented to, acquiesced in or participated in the commission of the violation and employers may

be vicariously liable for a violation committed by an employee.

As well, there is a private right of action in the absence of one of the governmental authorities investigating

a breach of the Act. The damages that may be claimed in a private action are for the actual loss or damage

suffered, expenses incurred and statutory damages.

WHAT SHOULD YOU DO

If  you  use  electronic  means  to  communicate  to  your  clients  or  customers  and  you  cannot  answer

affirmatively to the questions set-out above concerning consent or meet the criteria for an exemption, your

business is at a potential significant risk.

The Act and Regulations have not yet been brought into force but this is expected to happen before the end

of the year. In the meantime, you have an opportunity to bring your business into compliance with the Act.

Should you require any assistance in doing so or have any questions or concerns regarding the Act, please

do not hesitate to contact us.

Disclaimer: This is only general information and guidance on the new Canadian Anti-Spam Act and should

not be viewed as legal advice or services.  Each individual’s situation should be carefully examined to

determine the most appropriate planning for his or her objectives and needs.   © Richards Buell Sutton LLP.

This paper maybe copied for free distribution with notice of the intended recipient given to Richards Buell

Sutton LLP by email to slamb@rbs.ca provided that no changes are made.
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